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1
Decision/action requested

SA3 is kindly requested to approve the proposed new solution to TR 33.839.
2
References

3
Rationale

This contribution proposes a solution to the key issue on N4 security for UPF in customer networks.

The root cause for key issue is that secure ESP tunnel is not terminated at UPF in customer network. Therefore, this contribution proposes that to solve the issue, the secure tunnel is to be terminated on UPF. 
4
Detailed proposal

This contribution depends on the outcome the proposed new key issue on N4 security for UPF in a customer networks.
******************* Start of Change 1(All texts are new) *******************
6.X
Solution #X: Secure tunnel terminating at UPF in customer networks
6. X.1
Introduction 

This contribution proposes a solution to the key issue on N4 security for UPF in customer networks.

The root cause for key issue is that secure ESP tunnel is not terminated at UPF in customer network. Therefore, this contribution proposes that secure tunnel is to be terminated on UPF.
. 6. X.2
Solution details 

There are two cases regarding the UPF deployed in customer networks, depending on whether secure gateways (SEGs) are deployed. Figure 6.X.2-1 shows the case where the UPF in the customer network communicates directly with the SMF in the operator network. Figure 6.X.2-2 shows the case of the communication through SEGs.
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Figure 6.X.2-1: Case 1: Direct Communication
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Figure 6.X.2: Case 2: Communication through SEGs
It is proposed in this solution existing NDS/IP mechanism in TS 33.210 [12] is used and the secure tunnel is terminated at the UPF in the customer network, that is, UPF implements Zb interface. 
6. X.3
Solution evaluation
TBD. 
*************************** End of Change 1 **************************
UPF
SMF

Operator network
Customer network



UPF
SEG-1
SEG-2
SMF



Customer network
Operator network



